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Abstract 

The intrusion detection systems, firewalls and other security devices provide a guarantee for the safe operation of the network, 
but with the wide application of network, virus, hackers and other security incidents are increasing, these security devices will 
send tens of thousands of a warning in a very short period of time, the network management personnel is difficult to find useful 
information from these massive alarms. In addition, with the increasingly large scale network, mobile network, data management, 
data related to SMS, MMS message service system, single security device cannot detect all intrusions, so we must consider how 
to make these equipments work harmoniously. In this paper, based on the above problems, the mobile data network security 
integrated management system is studied, and the research and implementation of security event management mechanism is 
discussed in detail. The event management proposed in this paper can be regarded as an extension of the concept of network 
management, which enriches the content of the five functions of network management. In addition, the traditional network 
management and system management are two independent concepts. The two management systems can be combined together 
through the event management, so that the network security operation can be further improved. The purpose of security event 
modeling is to format the events from different event sources to facilitate subsequent processing. In this paper, the object oriented 
modeling method is adopted, which is scalable, and at the same time, the difference of all kinds of events is fully considered. For 
the description of the model, this paper uses the XML language, which is universal. Harm of computer virus on the network 
security management is more and more big, the characteristics of computer virus and the typical symptoms and its harmfulness 
are analyzed, and the security of mobile communication network is analyzed. The proposed system modification virus prevention. 
Implementation of general security management system in mobile data network is the focus of this article, mainly from the three 
aspects of the audit log management, security event monitor and account password management in the mobile data network 
involving multiple business systems in the implementation of integrated security management system. In this paper, we adopt 
rule based hierarchical system architecture, the coupling degree of each module is relatively loose, and it has great flexibility in 
the deployment. 
© 2016 The Authors. Published by Elsevier Ltd. 
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1. Introduction 

With the rapid development of computer technology and communication technology at home and abroad, the 
traditional telecommunications network is developing rapidly to the information network. Mankind has entered a 
new era of information. In the information society, the role of computer communication network in the political, 
military, financial, commercial, transportation, telecommunications, education and other aspects of the increasing. 
The society's reliance on computer networks is increasing; especially the construction of information infrastructure, 
computer technology and communication technology combined with the formation of infrastructure construction has 
become a reflection of the most important features of information society. All kinds of complete information systems 
have been established, and some of the secrets and wealth of the human society are highly concentrated in the 
computer. But all of these information systems rely on the computer network to receive and process information, to 
achieve their mutual relations and the management of the target, control. Obtaining information and exchanging 
information by means of network has become one of the important characteristics of modern information society. 
Network is gradually changing people's way of work and life, become a theme of social development. With the 
openness of the network, sharing, the degree of interconnection, especially the emergence of the Internet, the 
importance of the network and the impact on society is also growing. With the rise of new services on the Internet, 
such as electronic commerce, electronic cash (Electronic Commerce) (Electronic Cash) (Digital Cash), digital 
currency, Internet Banking (Network Bank), as well as the construction of all kinds of special networks [1], such as 
financial network, the network security is more and more important, the key is. Therefore, has become an important 
research and development direction in the field of data communication network security, research on network 
security technology has become a hotspot of computer and communications industry now, and it has become an 
important research field of information science, people pay more and more attention. The development of mobile 
network is gradually turning from the traditional telecom operation development model to the development of IP 
network operation, although the IP of the mobile communication network has just started, but it is developing 
rapidly. And the computer network has been rapidly popularized in China, the network has penetrated into all fields 
of national economy, and it has penetrated into all aspects of our work and life. In just a few years, there have been 
many cases of crime against the use of computer networks, to the state, enterprises and individuals caused significant 
economic losses and harm. Especially with the industry characteristics of the crime, such as the financial sector, is 
even more shocking. In the face of such a serious threat to computer networks and the importance of computer 
network security, we must take strong measures to ensure the safety of computer network. But most of the existing 
computer networks have neglected the security problems at the beginning of the establishment, which is not only 
considered the security, but also the security mechanism based on the physical security mechanism. Therefore, with 
the expansion degree of interconnection network, the security mechanism useless for network environment. In 
addition, the current network on the use of the agreement, such as: TCP/IP agreement, in the formulation of the 
security is not taken into account, so there is no security at all. There are many security problems in TCP/IP protocol, 
which cannot meet the requirements of network security. Openness and sharing of resources is the main source of 
computer network security, and its security is mainly dependent on encryption, network user identity authentication, 
access control policy and other technical means. Network security measures are generally divided into three 
categories: logical, physical, and policy. In the face of increasingly serious threats to the security of computer 
network, it is very limited and difficult to effectively prevent computer crime by using the method of physics and 
policy (Law). Therefore, should also adopt logical measures, and the research and development of effective network 
security technology, such as computer virus prevention, security protocol, encryption, digital signature, firewall, 
safety management, safety audit, network transmission of information to prevent illegal theft, tampering, forgery, 
guarantee the confidentiality (Secrecy) and integrity (Integrity); to prevent the illegal user (or program) invasion[2], 
limiting the user on the network (or program) access, to ensure the privacy information storage (Privacy). In addition 
to the privacy and integrity, a secure computer network must also consider the authenticity of the identity 
(Authenticity) and the availability of information (Available). 
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2. Computer network security technology 

Network security is an important issue to inherit a matter of national security and sovereignty, social stability, 
and development of national culture, but also a involving computer science, network technology, communication 
technology, cryptography, information security technology, applied mathematics, number theory, information theory 
and other disciplines of the subject. The importance of network security has been obvious to all, especially with the 
development of the global information infrastructure and the information base of each country. Information itself is 
the time, is the wealth, is the life, and is the productivity. Therefore, countries began to use the electronic space 
without borders and information, war to achieve their previous military, cultural, economic aggression cannot 
achieve the strategic objectives. In addition, due to the rapid and universal network, collaborative computing, 
resource sharing, open, remote management, electronic commerce, financial computerization, known as the essential 
product of the network era. So it brings a lot of new subjects. How to solve the problem of network security, a large 
number of facts show that: to ensure network security is a matter of great urgency. It is estimated that the future of 
computer network security issues even more serious than the nuclear threat. Network security issues have very 
important theoretical significance and practical background. 

2.1. Network security threats 

A security threat to the security of an organization or individual that has information. There are two types of 
security threats: passive and active threats. Passive threat: usually passive threat does not change the data in the 
system, or that the passive threat is just to read the information in the system to obtain benefits from. Because there 
is no spontaneous information, the passive threat to leave a trace, or simply do not leave traces, so it is difficult to 
find a passive threat. However, the passive threat can be prevented, and prevention is the basic means to deal with 
this threat. In a network, the passive threat includes two aspects: the intruder access to the system leaked news 
content, or through the reading data Baotou (Communication Analysis) has determined the location and identity of 
the source side and the destination. The main way to deal with the passive threat is the use of encryption technology, 
if there is no decryption key, the information obtained is not understand. Cryptography can easily be automated, and 
is often used by computer and network security systems. Key management is the task of selecting and assigning the 
control key in a password system. In this process, the key must be properly protected to prevent leakage. Encryption 
can be used in the traditional password system or public key password system. Active threat: active threat is more 
serious than passive threat, because active threat is not simply to read data, it often intentionally change the data 
control signal, or intentionally generated fake data. Active threat can occur on a communication line almost 
anywhere, although only in the implementation of active threat to physical access, but we can imagine, stop active 
invasion is very difficult, so the security goals can only defeat active intrusion is the collapse of information delay 
and system rapid detection and recovery due to the invasion the[3]. 

2.2. Security mechanism 

Security mechanism is the operating system, software and hardware components, management procedures and 
their arbitrary combination, as an information system for any part of the detection and prevention of passive and 
active threat. The security mechanism and security mechanism is used to implement the relevant service, service 
procedures, security mechanisms defined by OSI: encryption, digital signature, authentication, access control, traffic 
control, route filling, and notarization. Security services and security mechanisms have a certain correspondence, for 
example: confidential services can be encrypted, traffic filled and routing control to achieve. In addition, encryption 
can not only be a component of confidential services, but also can be a component of integrity and authentication 
services. Among all kinds of security mechanisms, encryption has the most extensive application, and can provide 
the greatest degree of security. The main application of encryption mechanism is to prevent the destruction of 
confidentiality, integrity and authentication. Digital signature is an important technique used for identification. 
Digital signatures can be used for authentication services, and can also be used for integrity services and non denial 
of service. When a digital signature is used for no denial of service, it is used with a notary public. Notarization is 
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verified by a trusted third party. For network end users, the most common security experience is to use a password 
to achieve access control. Password is a string used to identify the identity. Prior to obtaining access to the data, 
usually require the user to submit a password to meet the security requirements. There is a close relationship 
between the questionnaire and the password, and it is also a method to identify the identity. The questionnaire uses 
legitimate users to know what other people are not likely to know, such as asking the name of the user's relative, 
which is a common and widely used method. There are also a variety of products for identity authentication; they 
use a better technology than the above method. For example, some of the sounder, handwriting signature, fingerprint 
system, etc. The schematic diagram of digital signature is shown in Figure 1. 

 

Fig. 1. Schematic diagram of digital signature. 

2.3. The object and level of network security research 

The study of computer network security includes confidentiality, security protocol design and access control. (1) 
Confidentiality: to provide users with secure and reliable communication is the most important service content of 
computer network. Although computer network security is not only limited to security, it is safe to fail to provide a 
secure network. Security mechanism of the network in addition to providing secure communication for users, and is 
also the basis for many other security mechanisms such as access control, password security design, communication 
protocol design and digital signature design[4], the design cannot do without password mechanism. (2) Design of 
security protocols: the security protocol of computer network is an important part of network security. If there is a 
security flaw in the network communication protocol, the attacker may not have to break the password system to get 
the information or services that they need. The current security protocols are designed for specific attacks, so how to 
ensure the security of a protocol? There are usually two ways: a formal proof of a protocol is safe, and the other is to 
use the experience of the designer to determine. (3) Access control: access control (Control Access) is also called 
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access control. A major advantage of computer networks is to be able to share resources, but if there is no limit to 
this kind of sharing, it will bring many security issues, so it is necessary to control the access to the network. But 
because the network is a complex system which are mutually connected some geographically distributed computer 
system through the communication line, so the access control mechanism than the operating system access control 
mechanism is more complex, especially in multi-level security of the high security level (Multilevel Security) case 
is even more so. Computer network security aspects of the work, the United States and Canada conducted earlier, 
the effect is not bad. Their safety standards are formulated in 7 levels, each level of the definition is not the same. 
Here we simply do some simple understanding of the level of computer security in the United States. 

3. System architecture for virus prevention 

With the development of computer technology and the expansion of the Internet, computer has become an 
important tool in people's life and work. But at the same time, the computer virus attacks to the computer and the 
network grows day by day, and the destruction is serious day by day. Once a virus attacks, it can impact the memory, 
affect the performance, modify the data or delete files. Some viruses can even erase the hard disk or make the hard 
disk cannot be accessed. The biggest harm of the virus is to make the whole network into a paralysis. Therefore, 
computer virus prevention and control is an important technology to ensure the security of information. Virus itself 
has its own characteristics; the virus is also a variety of symptoms. Some virus performance is very strong; some 
viruses are preferred silence. Although the form of a variety of viruses, but they attack the purpose is to destroy the 
integrity of the program, the accuracy of the tampering with the file, so that the system and its support of the data 
and services to lose efficacy. 

3.1. Computer virus classification 

The traditional definition of network virus refers to a kind of virus that uses the network to carry on the 
transmission of a kind of virus. But now the network era of network virus, has not been such a simple concept, and it 
has been dissolved into more things. It can be said that today's network virus is the network platform for the 
computer to generate a security threat to the sum of all the procedures. The traditional Trojan virus refers to some 
normal appearance of virus program, such as password stealing virus, it will be disguised as system login box 
appearance, when users enter your username and password in the login box, the fake login box Trojan will leak out 
through the network user password. Now the Trojan virus compared with the traditional Trojan virus has been a big 
difference. If the traditional Trojan virus is a liar, then now the Trojan virus is more like a spy. Trojan virus now 
generally refers to a computer system by using system vulnerabilities into the users, by modifying the registry from 
the start, running to keep all the information will be aware of the user, the user's computer network are exposed to 
the virus in the program. Now the Trojan virus is more "play a role". Most of the server side of the hacker program 
is a Trojan virus. Worm virus is a virus that uses the network to reproduce the virus program, as the year of the 
Maurice virus is a typical worm. It uses a network of defects in the network in a large number of breeding, resulting 
in a number of thousands of servers cannot provide the normal service. Today, in addition to the use of network 
worm defects, some new techniques, such as more use of "letter" virus, is to use the platform of the popularization 
of the mail system, their spread to thousands of households; "password" virus, is the use of people's curiosity, to lure 
users to run the virus; "Nimuda" virus, is a comprehensive method of virus, using infected files to accelerate their 
communication. Hackers generated from the era of the past, but in the past, no one will be seen as a virus, the reason 
is that the hacker program is just a tool, it has the interface and will not be infected, cannot be considered a virus. 
And with the development of the network and the growing security needs of people, we must re look at the hacker 
program. Hacker programs are usually aggressive; it will use the computer in the remote control loopholes, and even 
direct damage to the computer hacker program; usually implanted a Trojan virus on the user's computer, with a 
Trojan virus inside and outside, pose a threat to computer security. 
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3.2. Computer virus classification 

In just a few years, the continuous development of mobile networks, mobile phones have become a set of Internet, 
games, audio, video, storage and other functions in one of the audio-visual terminal. According to statistics, the 
number of mobile phone users has far exceeded the computer users. And walk in the forefront of the disruption and 
damage of virus authors is definitely not let to enhance their reputation and increase the economic benefits of the use 
of such a piece of fat, so they started to hand out to mobile communication. With the development of the mobile 
phone to the intelligent direction, the potential of mobile network security issues are gradually revealed. When 
people on the Internet in an endless stream of computer viruses have seen more and more strange, the outbreak of 
the mobile phone virus has finally formed a new panic. Once the 3G is coming, the mobile phone network 
transmission speed will be faster, the amount of information will be more, plus a mobile phone game, mobile phone 
TV, mobile phone MMS, customized ringing tone, mobile phone banking business and other wireless value-added 
business development and popularization of mobile phone viruses and hacker attacks will get more channels and 
opportunities. Domestic anti-virus experts pointed out that the mobile phone viruses and hackers, destructive 
tradition is no longer important, interests and values is the ultimate goal, game account, and bank account password 
and privacy has become their most love. In the face of mobile phone viruses and hacker threats, domestic experts 
believe that mobile phone virus prevention first should be led by the mobile operators to provide anti-virus function 
of the mobile network; secondly, due to the emergence of mobile phone virus and spread on new features and new 
technology in the mobile phone, mobile phone manufacturers and software vendors should consider the safety factor 
in design at the beginning, to avoid security vulnerabilities; finally, users should also strengthen safety awareness, to 
avoid the use of unnecessary features and applications[5]. The schematic diagram of the antivirus architecture is 
shown in Figure 2. 
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Fig. 2. Schematic diagram of antivirus architecture. 

3.3. Detection and elimination of computer viruses 

Computer viruses cause serious or irreparable damage to computer users. To effectively prevent the virus from 
harm, the key is to detect the virus early, and its elimination. There are two ways to detect and eliminate the 
computer virus. One is the manual method; the two is the automatic method. This method requires the operator to be 
very familiar with the system, and the operation is complex, prone to error, there is a certain risk, once the operation 
will lead to unexpected consequences. This method is often used to eliminate the new virus which cannot be 
eliminated by the automatic method. Automatic detection and elimination of a certain kind of virus or a variety of 
viruses using specialized anti-virus software or anti-virus card automatically detect and eliminate the virus. This 
method does not destroy the system data, the operation is simple, the running speed is fast, is one kind of 
comparatively ideal, also at present is more common to detect and eliminate the virus the method. The network 
server is the center of the computer network, and it is the backbone of the network. Network paralysis is an 
important symbol of the network server. Once the network server has been hit, the damage caused is catastrophic, 
difficult to retrieve and cannot be estimated. At present, most of the methods to prevent and cure the virus based on 
server adopt the antivirus load module (NLM), which can provide the ability to scan the virus in real time. 
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Sometimes combined with the use of the server's card and other anti-virus card technology, the purpose is to protect 
the server from the virus attacks, thereby cutting the way to further spread of the virus. 

3.4. To strengthen the management of computer network 

The prevention and control of computer network virus, simply rely on technology is not possible to effectively 
eliminate and prevent its spread, only the technical means and management mechanism closely together, raise 
people's awareness of prevention, can protect the safe operation of the network system fundamentally. At present in 
the network virus prevention and control technology, the basic position in the passive defense, but the management 
should be active. First of all, from the hardware equipment and software system maintenance, management, service 
and other aspects of strict rules and regulations, strengthen legal education and occupation moral education on 
network system administrator and user, working procedures and standard operating procedures, punish the collective 
and individual to engage in illegal activities. Secondly, should the person responsible for specific affairs, virus 
symptoms timely inspection system, new problems and new situation report, often do virus detection on a network 
of workstations, the first gate control network. In addition to the use of anti-virus tools on the server host, but also 
regularly check the virus with the virus software to check the server. Most importantly, we should formulate strict 
management system and network system, improve their anti-virus awareness; development of tracking network 
virus prevention technology, as far as possible the use of new technologies and new effective means, establish anti 
kill combination, to prevent the main, auxiliary, soft and hard to kill each other, tackling the problem "the best 
network virus safe mode. 

4. Conclusion 

Informationization and networking is the trend of world economy and social development, and also is the key 
link to promote the national economy and social modernization. The further development and utilization of 
information resources and government management, production and operation of enterprises, public services, fiscal 
and financial information and network in the country has been the rapid expansion of the whole society; the 
extensive application of information technology, and improve the popularity of computer and network applications, 
is widespread concern. At the same time, because of the openness and sharing of the computer network, the network 
crime is becoming more and more serious. In some countries with rapid development of the network, have suffered 
a great threat and loss. China's information technology, network construction in the technology and equipment on a 
larger dependence on other countries, making network security issues are particularly prominent. Network security 
is a matter of national security and sovereignty, social stability, national culture inheritance and carry forward the 
important issue, therefore, to enhance the safety awareness of the whole society, to improve the technical level of 
computer network security, and promote the innovation of computer network security, improve security of computer 
network has become a pressing matter of the moment. The complex problem of network security is a comprehensive, 
it is impossible to solve by a technology or a system, so we should go hand in hand the network security technology, 
law and management measures, can be solved satisfactorily. 
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